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Objectives of this talk

1. Define the basic concepts and terminology of the 

security domain

2. Provide a “bird’s eye view” of main security issues

3. Put things into context, with respect to some major 

application domains



Basic concepts and terminology 



Security

▪ The CIA Triad:

– C = Confidentiality
• Ensures that data is accessible only to authorized individuals

• Prevents the unauthorized disclosure of information

– I = Integrity
• Ensures that data is not altered or tampered with without authorization

• Guarantees that information remains accurate and complete

– A = Availability
• Ensures that data and resources are accessible when needed

• Guarantees the functioning of systems and timely access to information



A famous spot by Oracle



Safety



Difference bw Safety and Security



Internet Safety



AI Safety



NIST Cybersecurity Cycle



Threat

▪ A threat is something that represents a menace to the 

system

– Example: Hackers are a threat

▪ As such, a threat by itself does not violate security 

properties, since it does not make any damage to the 

system

▪ The fact that there are hackers in the environment does 

not – at least not immediately – imply that the ICT system 

will be violated



Vulnerability

▪ A vulnerability is a flaw in the system (or in the surrounding 

environment, or in the way the system interacts with the 

environment/users) that may enable an attacker to violate the system

▪ Again, a vulnerability is not by itself a violation

▪ Rather, its existence is the pre-condition for an attack, which is the only 

thing that can actually result in a violation

– Example: if the system includes code that is vulnerable to buffer 

overflow attacks, that code represents a vulnerability. Unless an 

attacker launches a buffer overflow attack, there is still no violation 

to the system. 



Intrusion

▪ An intrusion is the result of an attack

▪ More precisely, it is the result of a successful attack

▪ If an intrusion occurs, it is likely that the security of the 

system is violated



In practical terms

▪ A threat is something that represents a menace to the 

system

– Example: Hackers are a threat

▪ As such, a threat by itself does not violate security 

properties, since it does not make any damage to the 

system

▪ The fact that there are hackers in the environment does 

not – at least not immediately – imply that the IT system 

will be violated



The activation process of an intrusion

Attacks

VulnerabilitiesThreats



Improper use of words: example #1

• Currently available products only provide some (indeed limit

ed) support in terms of Intrusion Prevention and Intrusion D

etection, but they very much lack detailed and effective Intr

usion Diagnosis capabilities

Intrusion = 

a successful Attack

to the system

There is quite a bit of 

confusion bw the two 

concepts in current IDS 

technology

“Internet Security: An Intrusion-Tolerance Approach” , Deswarte Y., Powell D. - Procee

dings of the IEEE,  Volume 94, Issue 2, Feb. 2006  - Page(s):432 - 441



Improper use of words: example #2



Malicious faults

[Ernst & Young, 1998 - 1200 companies surveyed in 32 countries]
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 84% of frauds are performed by employees

The false myth of IDS



Cloud security 



Cloud Service Models

▪ The type of cloud offerings (or service models) varies depending on the number of 

hardware and software layers managed by the provider

▪ Each service model targets a different user, also called tenant

▪ Generally, the cloud market proposes three solutions:

• e.g.: Google Docs, Office365, Dropbox, Apple iCloud

Software as a Service (SaaS) – Target: 
App Users

• e.g.: RedHat OpenShift, Force.com, Google App engine

Plaform as a Service (PaaS) – Target: App 
Developers

• e.g.: Amazon AWS EC2, Microsoft Azure, Google Cloud

Infrastructure as a Service (IaaS) –
Target: System Admin



Examples of cloud service offerings



Liability distribution



Security increase brought by the Cloud

▪ Cloud technology provides protection from some types of attacks that 

are easy to realize on locally managed systems, since it ensures:

▪ Higher Physical Security. Cloud vendors often host their systems in 

facilities that have much stronger physical security controls against 

external intruders

▪ Advanced detection and prevention mechanisms for Denial of Service 

at the network level

▪ More frequent Security Patching and System Updates that prevent 

viruses or worms from exploiting software bugs 

▪ Multi-factor authentication which is much more secure than the more 

traditional user name and password authentication



Example: Ransomware (WannaCry)

▪ A ransomware is a virus which infects a computer and freezes the 

machine and the files on it. It encrypts data and requests money

▪ The most recent (2017) ransomware was WannaCry, that infected 

more than 400k Windows machines

▪ Note: The patch for the exploited vulnerability was available 59 days 

prior to the attack

▪ Companies/people did not update their IT systems (i.e. the OS)

▪ The adoption of cloud ensures that systems are always up to date and 

patched

▪ Attacks like WannaCry - or more in general a high percentage of 

viruses - would not have been possible



Security decrease brought by the Cloud

▪ Outsourced company systems and services are exposed to a number 

of confidentiality and integrity risks

▪ Some attacks have ancient origins, others leverage typical cloud 

features

▪ The Cloud Security Alliance (CSA) identified the following top threats:

– Account/Service Hijacking

– Shared Technology Vulnerabilities

– DDoS/DoS at application layer

– Extrusion Attacks

– Malicious Insiders



The Malicious Insider Threat

▪ Employees working for the cloud service provider can have complete 

access (both physical and logical) to company resources

▪ Insider threats to cloud security are underestimated

▪ Most employees are trustworthy, but a rogue cloud provider employee 

has privileges that an outside cyber attacker would have to work much 

harder to acquire

▪ The security of data at rest is not an issue, but malicious insiders can 

access the physical memory of servers to easily steal data of a VM 

without the need of performing complicated side-channel attacks

▪ Currently, this is considered the most worrisome threat



IoT security



IoT: Smart World



IoT: Smart Home



Industrial IoT



ICS security 



Typical architecture of a SCADA system



Example of a real SCADA system



Yesterday’s SCADA technology

▪ Traditional SCADA systems:

– Were largely based on special-purpose 

devices

– Included distinct subsystems that 

operated almost in isolation

– Used dedicated (non-shared) 

communication links

– Implemented proprietary (non-open) 

communication protocols

▪ This led to the (false) belief that 

traditional SCADA systems were 

inherently secure



Example of legacy SCADA technology



Today’s SCADA technology

▪ For the implementation of SCADA systems, there is an 

increasing reliance on COTS (Commercial-Off-The-Shelf) 

components

▪ The individual subsystems are connected through the 

company's LAN network infrastructure, or even via WAN 

segments, with the possibility of traversing the Internet as 

well as wireless or satellite-based links

▪ There is a growing use of open communication protocols, 

which exposes SCADA systems to the same threats that 

make standard IT (Information Technology) systems 

vulnerable

▪ Wireless Sensor Networks (WSNs) have now become an 

integral part of many SCADA systems (and this will be 

increasingly the case)



ICS security in the media



Supply Chain security



Just an example



Question

Whom are you (implicitly) trusting?



Possible answers (not an exhaustive list)

▪ Simple (obvious) one: 

– “The application provider”

▪ Better one, but still with a lot of room for improvement: 

– “The application provider and the Operating System 

provider”

▪ Good one: 

– “The entire supply chain of the application”



SBOM: Software Bill Of Materials
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